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netelit HOBGS 3pa OTEHECTBEHHOTO
ceTeBOoro obopynoBaHusA

TexHU4eckoe onucaHue
MPOMBbILLAEHHbIN YIPOBASEMbIM KOMMYTATOP, 8 nopTtos 10/100/1000Base-T,
2 nopta 100/1000Base-X SFP
NTL-ILS208-G25SM

Onucaxue:

NTL-ILS208-G2SM 3710 ynpasasembint Gigabit Industrial Ethernet kommytaTop oCHALLLEHHbIM 8
noptamm 10/100/1000Base-T 1 2 100/1000Base-X SFP noptamm. Pas3pa®oTaHHbIM U3 PUAIAEHOTO
BbICOKOMPOYHOTO AAIOMUHMS, OH MOAAEPXKMBAET KAQCC 3aLLLMTHI P40, HM3KOE
SHEPronoTpeDBAEHME, MOHTCXK HO CEMCMMHECKYIO PEUKY M PaBoYyto Temneparypy -40 °C -75 °C
MOAXOAMT AAS UCTTOAB3OBAHMS B HEOAQrOMPUSATHBIX YCAOBMAX OKPY>KAKOLLLEM CPEAbI,
CEPTUAUUMPOBAH AAR 3aLLMTBEI EMC Industry Level 4.

KommyTaTop noaaep>XMBAET OBLLIMPHbIE AOYHKLMM ynpasaeHms: RUN-RiNg (self-healing time
<50m:s), RSTP, VLAN, QoS, SNMPv1/v2c/v3, IEEE802.1X, SSH/SSL, port mirroring, port aggregation.
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PYHKLLMM NPOrPAMMHOro o6ecne4vyeHus:

MNoaaep>xka IEEE 802.1Q VLANs, MAC VLANSs, IP VLANs 1 voice VLANSs.

MNoaaepxka GVRP AA9 peQAM3ALMM AMHOMMHYECKOTO pacnpeaeaeHmns VLAN.
MNoaaep>xka dpyHkumm VLAN VPN.

Noaaepxka QOS, NoAAEPXKKA HO ocHOoBE MopTd, 802.1P-based n DSCP-based three
priority modes 1 WFQ, SP, WRR, SP+WRR 4eTbipe aArOpUTMA MAGHUPOBAHMA O4EPEAM.
MNoaaepxka crmckoB ACLS myTem HACTROMKM MPABMA COMOCTABAEHMS, OMEPALIMIM
00pPABOTKM 1 BPDEMEHHDIX PA3PELLEHUN AAT AOUABTPALMM MAKETOB M OOECNEYEHMUS
MMOKMX MOAUTUK YMPOABAEHUS AOCTYTOM.

MNMoaaep>xka NPoTokoAa IGMP V1/V2 multicast n noaaep>xka IGMP Snooping AAs
YAOBAETBOPEHMSA TPEDOBAHMIM MHOTOTEPMMHOAABHOTO BUAEOHADAIOAEHMS HD 1 AOCTYNa K
BMAEOKOHQOEPEHLLCBA3M.

MNoAAEPXKA TEXHOAOTMM watchdog, annapaATtHO PEAAM3IOBAHHAS CXEMA KOHTPOAS HOA
30BMCOHMEM CUCTEMBI. [IPEACTABAIET CODOM TAMMER, KOTOPbIM MEPUOAMHECKM
COPACLIBAETCA KOHTPOAMPYEMOM CUCTEMOMN.

MNoaaepxka IPVé Ping, IPvé Traceroute, IPvé Telnet IPV6 SSH IPvé6 SSL.

MexaHn3M 6e30nNacHOCTMU:

Noaaepxka IP-aapeca, MAC-aApeCca U TOOMHOM MPUBA3KM MOPTA AA FOMABTOALMM
NOKETOB.

MNoaaepxka ARP protection, and protects against ARP spoofing and ARP flood attacks,
such as gateway spoofing and man-in-the-middle attacks.

MOAAEPXKKA 3ALLUTBI IP-UCTOYHUKA AAS MPEAOTBPALLLEHMS HE3OKOHHOM MOAMEHBI AAPECA,
BKAIOHAS noameHy MAC-aapeca, NnoaAmeHy IP-aapeca u noameHy MAC / IP-aapeca.
MNoaaepxka DoS protection and supports attacks such as Land Aftack, Scan SYNFIN,
Xmascan, and Ping Flooding.

MNoaAep>Xka ayTteHTndomkaumm 802.1X, obecnedmaeT PYHKLMM AYTEHTUAOUKALLMM AAR
KOMMbIOTEPOB AOKOABHOM CETU M KOHTPOAMPYET CTATYC ABTOPU3ALMM KOHTPOAMPYEMBIX
MNOPTOB HO OCHOBE PE3YALTATOB AYTEHTUCDUKALMM.

MNMoaaepxka port security - YHKLME KOMMYTATOPA, MO3BOASIOLLLOA YKA3aTh MAC-aapeca
XOCTOB, KOTOPbIM PA3PELLEHO NMEePEAdBATb AGHHbIE Yepe3 NopPT. [NoCAe 3TOro NopPT He
nepeaaeT NakeTbl, eCAM MAC-aAPEC OTNPABUTEAT HE YKA3OH KAK pa3peLleHHbIn. Kpome
TOrO, MOXHO YKO3bIBATb HE KOHKPETHblIE MAC-0ApPEeCq, pa3peLLEHHbIE HO NOPTY
KOMMYTATOPA, O OFPAHUYUTE KOAMHECTBO MAC-0APECOB, KOTOPbIM PA3PELLEHO
nepeAaBATh TPADOUK YepEe3 NOpPT.

MNoaaep>xka DHCP Snooping No3BOASET OTAOUABLTPOBbLIBATE HECAHKLLMOHWMPOBAHHbIE
DHCP-nakeTbl B CETU U AMHOMMYECKM CTPOMUTb TODAMLLY MPUBA3OK. BACroacps 3TO0My
MOXHO 3ALLLUTUTE KAMEHTOB OT MOAYHYEHMS IP-OAPECOB OT HECAHKLLMOHUPOBAHHbIX
cepsepos DHCP.

HaAéXHocCTb:

TexHoAorms RUN-RING, Bpems CAMOBOCCTAHOBAEHMS KOAbLLEBOM CETU MOXET AOCTUIATb
10 MC, NPU 3TOM NOAAEPXKMBAETCH OBLLIEAOCTYMHAN TEXHOAOTMA 3ALLMTBI HECKOAbKMX
kKoael, Ethernet (ERPS).

Noaaepxka NPoTokOAQ STP/RSTP/MSTP AAS YCTPOHEHMA METEAb M PEAAMZALM
PE3EePBHOrO KOMMPOBAHMA KOHOAOB.

be30nNaCcHOCTh CBA3YIOLLLETO AEPEBA AAS MPEAOTBPALLLEHMS CO3AQHMSA METAIMM B CETU
YCTPOMCTBAMM B CETU CBA3YIOLLLETO ACPEBA.

2



CtatmMieckas arperaums M AMHOMMYeCKas arperaums, KoTopble 3d0d0ekTMBHO
YBEAMYMBAIOT MPOMYCKHYKO CMOCOBHOCTb KOHAAQ, OCYLLLECTBASIOT OAAQHCUPOBKY
HArPYy3KK, PEe3ePBHOE KOMUPOBAHME KOHAAOB M MOBLILLIAKT HOAEXHOCTb KAHAAQ.

XapaKTepUCTUKM:

Bca cepus Co3AaHA HO NAATdOOPME OOOPYAOBAHMA MOOMBILLAEHHOTO YPOBHS, Y
KOTOPbIX HOAEXHOCTb KOMMOHEHTOB 3HAYUTEABHO BbILLIE, YEM Y KOMMEPHECKMX
YCTPOMUCTB MPm TEX XKE YCAOBMSIX.

PeaAM30OBAHO BE3BEHTUAATOPHOE OXACKAEHUE, DAQroAAPS KOTOPOMY, KOMMYTATOP
MOXXEM CTADUABHO PABOTATL B PA3ZAMYHBIX CYPOBbIX YCAOBMAX C AMAMA3ZOHOM PABOYMX
Temneparyp ot-40 Ao 75° C.

Moaaep>xka DC UCTOYHUKA MUTAHKMA C ABOMHbBIM PE3EPBUPOBAHNEM MAM ABYMS
pe3epBHbiMK DC/AC MCTOYHMKAMM MUTAHUA AAT YAOBAETBOPEHMSI TPEDOBAHMM K
MUTAHUIO B PA3AMYHBIX CPEAQX.

ObecneymBaerT 3aLLUUTY OT BUOPALLMK U MbIAKM, O TAKXKE COOTBETCTBYET CTAHAQPTY 3ALLLUTDI
IP40.

MOAAEPXKKA BbICOKOIO YPOBHS 3ALLUTBI OT SAEKTPOMArHUTHOM COBMECTUMOCTH,
MOAAEPXKKA 3ALLLUTBI OT DAEKTPOCTATUHECKMX PA3PIAOB, MOAAEPXKKA 3ALLMTBI OT MOMEX
SAEKTPOMATHUTHOTO MOAS U3AYYEHMS, MOAAEPXKKA 3ALLUTBI OT MOMEX FPYMMbl
DAEKTPUYECKMX ObICTPbIX MEPEXOAHBIX MMMYABCOB, MOAAEPXKA 3ALLLUTBI OT
NepeHanpPMKEHUS, MOAAEPXKKA 3ALLLUTEI OT MOAHMM BBICOKOTO HAMPIXKEHMA 6 KB.
MoAAEPXKA MOHTOXKA HA DIN-pemky

SKcnAyaTaumusa U 06CAyXHUBAHUE:

MoAAEPXMBAET PA3AMYHBIE METOAbLI YIPABAEHMA M OOCAYXXMBAHMS, TOKME KOK
YNPABAEHUE CETLIO Yepes MHTepHET, KOMAHAHAS CTpoka CLI (koHCcoAb, Telnet) 1 SNMP
(V1/V2/V3).

MOAAEPXKKA TAOKMX METOAOB LLMADPOBAHMS, KaK HTTPS, SSL V3, and SSHV1/V2 arg Bonaee
0€e30MNACHOro YNPABAEHMUS

MNoaaepxka RMON, CUCTEMHOTO XYPHOAQ, M CTATUCTUKM TPACOUKA MOPTA AAS
OMNTUMM3ALMM U NPEOBPA3OBAHMS CETM.

MoAAEPXKMBAET OOHAPYXKEHMI KOBEAT, OOHAPRYXKEHMS MUHIA M ODHARYXKEHMS
TPACCUPOBKM AAS AETKOTO AHOAM3A BbILLIEALLIMX M3 CTPOS CETEBbLIX Y3AOB.

Moaaep>xka LLDP (Link Layer Discovery Protocol) - npOTOKOA KOHOAbHOTO YPOBHS,
MO3BOASIOLLLMIA CETEBOMY OOOPYAOBAHMKO OMOBELLATH ODOPYAOBAHME, PABOTAOLLLEE B
AOKOABHOM CETU, O CBOEM CYLLLECTBOBAHMM U MEPEACBATL EMY CBOU XAPAKTEPUCTUKM, O
TAKXE MOAYHATb OT HEFO AHOAOTMYHbIE CBEAEHMA

Moaaep>xka monutopmHra CPU, namaru, ping detection, Traceroute detection n cable
detection.

CTaHAQpPTbI:

IEEE 802.3: Ethernet Media Access Control (MAC) Protocol

IEEE 802.3i:10BASE-T Ethernet

IEEE 802.3U:100BASE-TX Fast Ethernet

IEEE 802.3ab:1000BASE-T Gigabit Ethernet

IEEE 802.3z:T000BASE-X Gigabit Ethernet (optical fiber)

IEEE 802.3ad: Standard method for performing link aggregation

IEEE 802.3x: Flow control

IEEE 802.1p: LAN Layer 2 QoS/Cos protocol for fraffic prioritization (multicast filtering)



|[EEE 802.1g: VLAN Bridge Operation
|IEEE 802.1d: STP Spanning Tree

|[EEE 802.1s: MSTP Spanning Tree
|IEEE 802.1w: RSTP Spanning Tree

MPou3BOAUTEABHOCTb:

Pasmep tabanubl MAC-aapecos: 8K

Kaww: 2Mbit

CkopocTtb nepechbiakm 100 Mbps: 148810pps

CkopocTtb nepecbiakm 1G: 1488100pps

MaKCHUMAABHOS CKOPOCTb GomAabTRALMM 100M: 148810pps
MaKCHUMAABHOS CKOPOCTb AomAabTpALMKM 1G: 1488100pps
Metoa kommyTaumm: store and forward
KommyTtaumoHHas matpuua: 20Gbps

3AAEPXKKA MEPEKAIOHEHMSA: <SMKC

MopTbl:
Ontnyeckme nopTbl: 2 x 1000Base-X SFP
MeaHble nopTsl: 8 x 10/100/1000Base-TX RJ45

MHAUKATOPbI NepeAHEeN NAHEAU
MHAMKATOP COCTOAHUS MUTaHMA: P1, P2
MHAMKATOP paBoTbl CUCTEMBI: SYS
MHAMKATOP TpeBorn: ALM

MHAaMKaTOp mHTEepdoemca: Link & Act 1~2
MHAMKaTOP ceTeBoro noprta: Rj45, Link & Act 1~4

MuTaHue

BxoaHoe HanpsxeHme: 12-56V DC

MOAKAIOYEHME . BCTABHOM 5->XKMAbHbIM KAEMMHbIM BAOK C LLIarom 5,08 mm

MOAAEPXKKA OAHOTO MCTOYHMKA MOCTOSHHOTO TOKA C  ABOMHBIM  [PE3EPBHBIM  MUTAHUEM,
3aLUMTA NO TOKOBOM Neperpyske

3ALUMTA OT HEBEPHOM MOAIPHOCTU

MoTpebAasemas MOLLHOCTb (ONLLMOHAABHO)
MoLuHOCTb €3 Harpysku: 6W
MOLLIHOCTb MPK NOAHOM Harpys3ke: 18W

Pusnyeckue XapakTepuCcTUKH

Kopnyc: knacc 3awwmtbl IP40, rodopUpOBAHHBIN BbICOKOMPOYHbBIM METAAAMYECKMM KOPMYC
YcTtaHoBka: HO DIN-pewky

raGaputbl (AxBxLL): 46.5 x 163 x 110 mm

Bec: 2kr
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MpPOMbILLAEHHbIE CTAHAAPTDI

EMI: FCC CFR47 Part 15, EN55022/CISPR22, Class A

EMS:

IEC61000-4-2 (ESD): +8kV (contact), £15kV (air)
IEC61000-4-3 (RS): 10V/m (80MHz-2GHz)

IEC61000-4-4 (EFT): Power Port: £4kV; Data Port: £2kV
IEC61000-4-5 (Surge): Power Port: £2kV/DM, £4kV/CM; Data Port: £6kV
IEC61000-4-6 (CS): 3V (10kHz-150kHz); 10V (150kHz-80MHz)
IEC60068-2-6 (Brbpaums)

IEC60068-2-27 (Yaap)

IEC60068-2-32 (CBOBOAHOE NOAEHME)

YCAOBUSA 3KCNAYATALMM:

Paboyas temneparypa: -40~75°C

Temnepatypa xpaHeHms: -40~75°C

AOMNYyCTMMAZ BAOXKHOCTb: 5%~95% (6e3 KOHAeHCaTa)

CootBeTcTtBue ctaHaaptam: CE, FCC, RoHS
CpeaHee Bpems HapaboTtkm Ha oTka3: 360,000 yacos

AOCTyn K MUTAHUIO:
g &
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Grounding

5-KOHTAKTHbIM pa3bem 5,08Mm

AManas3oH BBoaAA 12-56VDC

BAOK MUTOHUS C ABOMHbBIM PE3EPBUPOBAHUEM
MOAAEPXKKA 3ALLMTEI OT OBPATHOTO MOAKAKOHEHMS
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MOHTOX HO PEUKY:

FAPAHTUMHBIM NEPUOA HOYUMHAETCH C MOMEHTA NPUOBPETEHMS YCTPOMCTBA U COCTABAJET 12
MECHLIEB.

Mocksa: +7 (499) 322-44-71
CaHkT-lMeTepbypr: +7 (812) 242-80-13 info@netelit.ru
EkaTepuHbypr: +7 (343) 237-26-55 www.netelit.ru






